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Abstract. The main objective of this research is to analyze current problems and methods proposed for solving
problems of design, operation and planning for the development of future sustainable electric power systems, taking
into account the integration of renewable energy sources, the integration of heat and gas networks using high-
speed communication channels. The author’'s method of ensuring system stability and protecting the integrity of
electric power systems is outlined. To ensure stable operation of future electric power systems, it is proposed to
use methods of multi-level optimization and control of digital power systems, smart grid technologies and methods
for processing vector measurements based on cyber-secure communication channels. It has been established that
the proposed schemes make it possible to ensure the stability of the system and protect its integrity. In order
to demonstrate the effectiveness of such approaches, an example is given of solving the problem of preventing
rolling blackouts of the power system by purposefully separating/isolating the system based on the author’s two-
stage controlled isolation algorithm. It is shown that to solve the problems of modern electric power industry, it is
effective to use new telecommunication technologies, means of ensuring situational awareness and schemes for
protecting the integrity of systems based on modern methods of operations research and artificial intelligence. The
multicriteria optimization method proposed by the authors uses minimization of the objective function of power flow
disruption and takes into account restrictions on the consistency of generator operation. The method was tested
on an |EEE test circuit consisting of 118 nodes. Test calculations confirmed that the method allows for minimal
power imbalance and minimal disruption of power flows. Thus, the results of the work open up new opportunities for
improving the monitoring and protection of future sustainable electricity systems, including taking into account the
integration of renewable energy sources, heat and gas networks.
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SHEPTETUKA

HayuHas ctatbA
YAK 621.31

YMHbI€ TEXHOAOTUU U peLLEeHUs AAA BYAYLLMX YCTOMUMUBDIX
M HAAEXXHbIX 9HEPreTUUECKUX CUCTEM

B. Tep3ua™™, N\aun AuHr?

1CKOAKOBCKMI MHCTUTYT HayKu U TexHoAormi (Ckoatex), MockBa, Poccus
2lllaHbAyHCKMI yHMBEPCUTET, LI3uHaHb, KHP

Pe3tome. Llenb ccrepoBaHMA — NPOBECTM aHaAM3 aKTyaAbHbIX MPOOAEM M METOAOB, MPEANATaEMbIX AAA PELLEHUA
3aAay NPOEKTUPOBAHMSA, SKCNAYaTaLMK U NAAHUPOBAHUSA Pa3BUTUA BYAYLLIMX YCTOMUMBBIX SAEKTPOIHEPTETUUECKUX CUCTEM
C YYETOM MHTErpaumum BO30OHOBASEMbIX UCTOUHUKOB HEPTUM, OObEAMHEHUA TEMAOBbIX M ra30BbIX CETEel C MCMOAb30Ba-
HWEM BbICOKOCKOPOCTHbIX KaHAAOB CBA3W. M3naraeTcsi aBTOPCKUiA METOA 0becrneueHu st yCTOMUMBOCTH CUCTEMbI U 3aLLMTbI
LIEAOCTHOCTU SAEKTPOIHEPrETUUECKUX CUCTEM. AAst 0BecTeUeHN YCTOMUMBOI PaboThbl ByAYLLMX SAEKTPOIHEPrETUUECKHMX
CUCTEM NpeAAaraeTcs UCNoAb30BaTb METOAbI MHOTOYPOBHEBOM ONTUMM3ALMK M YNPABAEHWS LMbPOBLIMM SHEProcucTe-
MaMM, TEXHOAOTUIN UHTEANEKTYAAbHbBIX CETEN U METOAbI 0OPabOTKK BEKTOPHbBIX M3MEPEHUI Ha OCHOBE KMOepbe3onacHbIX
KaHaAOB CBA3M. YCTAHOBAEHO, UTO MPEANOXKEHHbBIE CXEMbI MO3BOAAOT 06EeCNeUnTb YCTOMUMBOCTb CUCTEMbI U 3aLLWUTUTL €€
LIEAOCTHOCTb. C LIEABIO AEMOHCTPALMM 3GDEKTUBHOCTU TAKMX MOAXOAOB MPUBEAEH NPUMEP PELLEHNUS 3aAaUM NPEAOTBPA-
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LLLEHMA BEEPHbIX OTKAIOUYEHWI SHEPrOCUCTEMbI NyTEM LieAeHanpPaBAEHHOIO Pa3AeNeHNs/U30AALMK CUCTEMbI Ha OCHOBE
aBTOPCKOIO ABYX3TarHOr0 aAroputMa ynpaBAieMOM M30AALMK. TTokasaHo, UTo AAA PELLUEHUS MOCTaBAEHHbIX 3aAay Co-
BPEMEHHON SNEKTPOSHEPTETUKM ABASIETCH 9ODEKTUBHBIM MCMOAB30BAHME HOBbIX TEAEKOMMYHUKALMOHHbIX TEXHOAOTHH,
cpeAcTB obecneyeHns CUTyaLMoHHON OCBEAOMAEHHOCTU U CXEMbI 3aLLMTbI LIEAOCTHOCTU CUCTEM, OCHOBAHHbIX Ha COBpe-
MEHHbIX METOAAX UCCAEAOBAHUSA OnepaLmni U UCKYCCTBEHHOTO MHTEAAEKTA. [PEeANOXEHHDBIN aBTOPaMKU METOA MHOTOKPU-
TEpPUanbHOM ONTUMMU3ALMKM UCTIOABIYET MMHUMM3ALIMIO LEAEBON QYHKLMW HAPYLLEHUS NepeToka MOLLHOCTM U yUUTbIBAET
OrpaHWuYeHust Ha cornacoBaHHOCTb paboTbl reHepaTopoB. MeToa 6biA NPOTECTUPOBaAH Ha TecToBol cxeMe IEEE, cocto-
Awen n3 118 y3noB. TeCToBble pacyeTbl NMOATBEPAMAM, UTO METOA NO3BOASET 0becrneunBaTb MUHUMAAbHbINA AUcHanaHC
MOLLHOCTU U MMHUMaAbHOE HapyLLEeHWe NEPETOKOB MOLLHOCTU. TaknuM 06pa3oM, pesyAsTaTbl paboTbl OTKPLIBAKOT HOBbIE
BO3MOXHOCTU AAS YAYYLLIEHWS MOHWUTOPUHIA U 3aLUMTbI ByAYLLIMX YCTOMUMBBIX IAEKTPOSHEPrETUUECKMX CUCTEM, B TOM UMC-
A€ C yY4ETOM MHTErpaLMn BO30OHOBASIEMbIX UCTOUYHMKOB 3HEPIMK, TENAOBbIX U Fa30BbIX CETEW.

KaroueBble cAoBa: LMOPOBU3ALNSA, CMAPT-CETU, BO3OOHOBASEMbIE UCTOYHUKU SHEPTUW, FEHEePaLMsi HA OCHOBE
npeobpasoBaTensi, OTKAIOUEHWSA, BEEPHbIE OTKAKOUEHMSA

Ara untupoBaHua: Tepauns B., AMHT A3, YMHbI€ TEXHOAOTUU U PELLEHUST AAST BYAYLLIMX YCTOMUMBBIX U HAAEXHbIX
3HepreTuyeckmx cuctem // iPolytech Journal. 2024.T.28.Ne 2. C. 346-359. (In Eng.). https://doi.org/10.21285/1814-
3520-2024-2-346-359. EDN: LYWSYH.

INTRODUCTION

Massive integration of converter interfaced
generation (CIG) and renewable energy
sources (RESs) has significantly changed the
nature and complexity of modern electrical
power systems. This is obvious from Fig. 1,
in which different new system components
are shown, e.g. wind-farms, solar energy,
battery, or electrical vehicles. Practically all
components presented are connected to the
grid over inverters/power electronics.

Historically, the penetration level of CIG
and RES has been permanently increased,
what is depicted in Fig. 2, in which the share
of different renewable energy generation is
depicted [2].

Through integration of CIGs and RESs
the system is changing its fundamental
properties. These changes can be summarized
in a conclusion that the entire system became
weak, or at least weaker than the system
from the past. Here a definition of a strong

system is the system which stability cannot
be significantly affected by different types
of perturbations, e.g. sudden topological
changes, faults, or loss of generation. The
reasons for the power system to become
weaker are power electronics-based system
components, particularly generation. For
example, Type-3 and Type 4 generators,
connected to the grid, do not contribute to the
system inertia and fault level [3-5]. From Fig. 3
it can be concluded that only stator of the
generator is synchronously connected to the
grid, whereas the rotor is decoupled from it
through inverters.

System inertia is directly related to the
system frequency stability and under the
term “inertia” we traditionally understand the
rotational inertia, resulting from the rotation of
rotors in synchronous generators and different
types of ac motors. Onthe other hand, faultlevel
determines those aspects related to voltage
stability. A strong system is a system which

Electromobility

Fig. 1. Modern electrical power system with CIGs and RESs
Puc. 1. CoBpeMeHHasi cUCTeMa 3AEKTPOCHabXeHUs C reHepaumsmu ¢ uHtepdericom npeobpasoBarers (CIG)
1 BO30OHOBASIEMbIMU UCTOYHUKaMM 3Heprimn (RES)
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Fig. 2. Modern renewable energy generation by source [2]
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Puc. 2. CoBpeMeHHasi reHepaLmsi SHeprumn n3 Bo30OHOBASEMbIX MCTOYHUKOB [2]

is stable, both from frequency and voltage
stability perspective. Through connection of
CIGs/RESs, the system is becoming weak
and vulnerable from the perspective of
frequency and voltage stability. In conclusion,
system perturbations, e.g. faults, or sudden
imbalances of active powers (P) caused by
e.g. sudden disconnection/connection of
generators, can provoke instabilities and start
cascading events, which can lead to power
system blackouts.

SYSTEM RESILIENCE

Power system resilience is one of the
key attributes which modern power systems
have to possess and satisfy. Traditionally,
the focus was on the system security and

reliability. Through integration of different
energy systems, e.g. heat, gas, electricity,
or hydrogen, the importance of the system
flexibility became another important system
attribute [6]. In Fig. 4 an example of such an
integration is presented.

Resilience is related to low probability, but
high impact events, which as such can lead to
catastrophic power system blackouts and a
number of consequences to the system and
the society. The system can be characterized
as resilient, if it can successfully go through
large scale perturbation and manage to retain
its key security and stability, or operational,
characteristics. In this context even through
the integration of different energy systems
into integrated energy system (Fig. 4), the

Power
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Fig. 3. Doubly-fed induction generator (DFIG) wind turbine, Type-3 wind generator
Puc. 3. BetpsHas TypbuHa ¢ aCUHXPOHHbIM reHepaTopomM ABOKMHoOro nutaHus (DFIG), BeTporeHepatop 3-ro tmna
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Fig. 4. Integrated energy systems connected over different types of coupling technologies [6]
Puc. 4. VIHTerpupoBaHHblE 3HEPreTUHECKUE CHUCTEMbI, COEAMHEHHbIE C MOMOLLBK Pa3AMYHbIX TUMOB TEXHOAOIMUH

conpsixeHus [6]

system resilience can be further improved.
According to [7], power system resilience is
defined as “the system ability to withstand
and reduce the magnitude and/or duration
of disruptive events, which includes the
capability to anticipate, absorb, adapt to, and/
or rapidly recover from such an event”. The
term disruptive events refers to high impact
and low probability unexpected perturbation,
including extreme natural disasters, or man-
made attacks. Typical examples are snow
storms, or cyber-attacks [8, 9].

The system resilience can be improved
through short-, mid- and long-term planning.
Different types of investing strategies can bust
the system resilience. This has to do with e.g.
planning actions 20 years ahead. However, the
system resilience can be also monitored in real-
time, subject to the accepted resilience definition
and metrics. Finally, the system resilience can
be significantly improved through adequate
monitoring, protection and control actions.

Large perturbations, e.g. simultaneous
outage of a large number of system
components, resulting from natural disasters
and extreme weather conditions, traditionally
cause so called cascading events, i.e.
sequential/parallel outage/loss of the system
components, e.g. transmission lines, power
transformers, generators, or demand. By
assessing the resilience level in the grid, it
can be concluded how critical the system
“resilience state” is. This is addressed in Fig. 5,
in which the resilience level in a power system,
connected to other energy systems, e.g. gas,

https://ipolytech.elpub.ru

heat, or hydrogen, is presented. The resilience
trapezoids [10] changed over the time is used
to quantify the resilience level.

Resilience level

Oface ‘ong

— — » Failure propagation to other energy sectors
— — » Failure propagation from G/Hy sector
» Failure propagation within E sector

Fig. 5. Resilience level changed of time in a power
system connected to other energy systems/sectors [10]
Puc. 5. VismeHeHne ypoBHS yCTOMYUMBOCTU C TEYEHUEM
BPEMEHM B 3HEPrOCUCTEME, MOAKAOYEHHOM K APYTMM
3Heprocuctemam,/cexkropam [10]

DIGITALIZATION AND DIGITAL SUBSTATION
The quality of the system monitoring,
protection and control significantly relies on
data obtained, on their quality and quantity, as
well as speed how quickly data are collected
from the physical process observed. Smart
grid technology is accelerating the speed of the
digitalization of the modern electrical power
systems. Novel sensors, like time synchronized
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Phasor Measurement Units (PMUs), or high
speed and cyber secure communication
channels are strongly supporting advanced
monitoring, protection and control schemes.
Here the quality of data, but also cyber security
is critically important for the success of new
protection and control schemes. In Fig. 6, a
digital substation (right), presented next to the
classical substation (left), is given [11]. Digital
substation has non-conventional instrument
transformers, precise conversion from
analogue to digital voltages and currents, fibre-
optic communication infrastructure having no
problems with electromagnetic compatibility,
fast data transfer to higher hierarchical levels
and enables new protection solutions, both
at the unit and system level (System Integrity
Protection Schemes - SIPS), e.g. prevention of
power system blackouts, as presented in the
rest of the paper. It can be observed that the
information from switchgear is transferred of
the relay and substation control rooms to the
central grid control room, in which the Energy
Management System (EMS) is located. At this
level, e.g. the system state is estimated.

Substation
Control Room

Relay Room

« @
=W

Switchgear

’ s

Fig. 6. Digital substation (switchgear) [11]

ISSN 2782-6341 (online)

Reliable information about the system
state, which can be also linked to the
entire situational awareness request, is a
prerequisite for optimal operation of the
entire power system, which is traditionally
related to a series of actions undertaken
under the umbrella of the EMS. In Fig. 7,
major building blocks, creating a closed loop
monitoring, protection and control based on
different sources of input data, is presented
[12, 13]. Here time-synchronized PMU data
are integrated with other data obtained over
traditional SCADA and those data forecasted,
or obtained in any other way over EMS. Properly
managed database is now a source from which
key situational awareness attributes can be
extracted, for example security margins, the
level of the system flexibility, or resilience.
From the perspective of advanced protection
and control applications, the system state,
information about load dynamics, system
inertia, fault level, etc. can contribute to the
quality of the SIPS actions and mitigating
measures necessary for detecting cascading
events and preventing power system blackouts.

Grid Ctr] R@om

c

L+l
B &
o I'.l

Puc. 6. LingppoBas noactaHumsi (pacnpeAeAnTeAbHOe yCcTporcTBo) [11]
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Fig. 7. Building blocks, creating a closed loop power system monitoring, protection and control
Puc. 7. CTpontenbHble BAOKU, CO3AAIOLLME 3aMKHYTbIN KOHTYP MOHWUTOPUHIA, 3aLUMTbI M yripaBAEHUS SHEProCHCTEMON

The example how PMUs can support
advanced situational awareness, i.e. power
system state estimation, are new installations
worldwide, e.g. in the UK. In Fig. 8, PMUs
are collecting real-time data from different
locations of the grid. Data are collected at
different locations (Data Concentrators - DC)
and centrally stored at the Super Data
Concentrator (Super DC). Such a hierarchical
structure can enable fast state estimation,
or protection and control functions which
were impossible to be realized without such a
smart grid technology supporting the overall
system digitalization. Using PMUs and fast
communication channels, the system state
can be obtained within 0.1-1 s, whereas the
traditional, purely SCADA-based estimator,
required more than 5-10 min to accomplish
the state estimation procedure.

SYSTEM INTEGRITY PROTECTION SCHEMES

The role of power system protection is
a) to protect individual system components
- unit protection, or b) to protect the entire
power system - System Integrity Protection
Schemes (SIPS). SIPS is defined as an
automatic protection system designed to
identify abnormal system conditions and

https://ipolytech.elpub.ru

-
R

Super DC

Fig. 8. Integration of PMUs for advanced monitoring,
protection and control of power systems with CIGs and
RESs

Puc. 8. VHTerpauusi yCTpONCTB CUHXPOHM3NPOBAHHbIX
BEKTOPHbIX uamepeHuii (PMU) arst paclumMpeHHoro mo-
HUTOPUHTra, 3aLUMNTbI U yrIpaBAEHUS IHEProcucTeMamu ¢
reHepauusiMu ¢ uHTeppericom npeobpasobatess (CIG)
1 BO306HOBASIEMbIMU MCTOYHUKaMU aHeprum (RES)
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to perform predictive or remedial actions
necessary for maintaining system integrity. In
the past, conventional protection devices were
designed to protect individual elements of
equipment from being damaged during faults
by quickly detecting overcurrent conditions,
or other dangerous operating conditions,
and then selectively and quickly isolating the
faulty equipment from the system. In contrast,
SIPS are designed to maintain the integrity of
the entire power system by simultaneously
monitoring and controlling multiple elements
of the system. It integrates and analyses both
local and system level information against
wide area contingencies. This approach allows
SIPS to improve the efficiency and security of
system operation under specific conditions.
SIPS encompass few different levels or
schemes: Special Protection Schemes (SPS),
Remedial Action Schemes (RAS), as well as
additional schemes such as, underfrequency,
undervoltage, out-of-step, etc. It is commonly
believed that modern SIPS are derived from
the coordination of different levels of local
protection schemes.

Both unit protection and SIPSs can prevent
negative development of cascading events
and support the system integrity. In Fig. 9 a
block diagram of a typical SIPS is presented.
The following three key SIPS stages can be
observed: a) disturbance identification, which
must be secure and robust, b) decision making,

ISSN 2782-6341 (online)

which must be reliable and fast enough and
¢) action, which has to be reliably forwarded
back to the system.

The quality of SIPS input data is critically
important for its efficacy. Modern SIPSs rely
on wide-area measurements and availability
of novel sensor and ICT technology. Phasor
Measurement Units (PMUs) and fast and cyber
secure communication infrastructure are the
backbone of modern Wide Area Monitoring,
Protection and Control (WAMPAC) systems [14].
Nowadays they are enablers of modern SIPSs.
Intentional controlled islanding of a power
system is an efficient SIPS for preventing power
system blackouts caused by large system
disturbances. This kind of SIPSs limits the
occurrence and consequences of blackouts
by splitting the power system into a group of
smaller, islanded power systems, called islands.
The essence of an islanding solution is in
determining a suitable set of transmission lines
that must be disconnected to create a set of
electrically isolated/independent islands. This
paper describes an algorithm for determining
suitable islanding solutions.

The prerequisite for a successful system
islanding is selection of lines/cables which
must be opened to create independent
islands. It is necessary to create stable islands
and in this context the instant at which the
islanding is undertaken plays an important
role for preventing blackouts.

Disturbance

!

Electrical Variables

> Power System

Apparatus Protection Acfions

System Integrity Protection Scheme

: Decision Disturbance
ECHOT Making “| Identification 2

Fig. 9. Block diagram of a typical SIPS

Puc. 9. CTpyKTypHas cxema TUIMMYHOM CXEMbI 3aLLUMTbI LEAOCTHOCTH cucTembl (SIPS)
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However, the schemes for prevention of
power system blackouts rely on the quality of
input data, as well as the system monitoring,
which is traditionally linked to the issue of
power system state estimation. Modern system
estimation algorithms rely on PMUs integrated
into the existing SCADA system (hybrid state
estimator), or on PMUs only (PMU-based linear
state estimator).

FUNDAMENTALS OF INTENTIONAL CONTROL
ISLANDING

To create stable islands, the islanding
solution must satisfy a large number
of constraints, such as load-generation
balance, generator coherency, availability of
transmission lines and their thermal limits,
voltage stability, transient stability, etc. It would
be far too complicated to search for a solution
satisfying all these constraints. In extreme
cases it is likely that such a solution even does
not exist. Considering only a sub-set of these
constraints, e.g. a) load-generation active
power balance and b) generator coherency, a
set of feasible candidate islanding solutions
could be created. This set of candidates can
be coordinated with other corrective measures
to find the final islanding solution that satisfies
all possible constraints [15].

The existing islanding methods can be
classified according to the objective function
used for decision making, i.e. creation of the
islanding solution. Two main types of objective
functions are used here:

a) minimal power imbalance and

b) minimal power-flow disruption.

Methodologies for minimal power imbalance
minimize the power imbalance within the
islands formed to reduce the amount of load
that must be shed after the system splitting.

Methodologies for finding islanding
solutions based on the minimal power-flow
disruption minimize the change of the power
flow pattern within the system following the
system splitting.

The difference between power imbalance
and power-flow disruption is that the power
imbalance can be expressed by the algebraic
sumofactive power(consideringthedirection of
power flow) on each disconnected transmission
line, while the power-flow disruption can be
expressed by the arithmetical sum of active
power on each disconnected transmission

https://ipolytech.elpub.ru

line. Finding a solution with the minimal power
imbalance belongs to a class of the so-called
np-hard problems which are computationally
exceptionally demanding. This is the reason for
designing new approaches which are practical
and particularly capable of coping with large
power networks and a requirement for the
real-time decision making. Most of existing
algorithms overcome this challenge by using
heuristic search methods, or by solving the
problem by creating small dimension network
equivalents of the original large size network.
Heuristic search methods are usually quite
flexible and have satisfactory computational
efficiency. However, the solution quality cannot
be guaranteed since these methods tend to
converge to local, rather than global, solutions.
Consequently, the islanding solution might be
not effective enough.

In the Section below, the two-step Spectral
Clustering Controlled Islanding algorithm (the
SCCI algorithm) will be presented and used to
demonstrate its efficacy [16]. In the first step
of the SCCI algorithm, the generator nodes are
grouped using normalized spectral clustering.
The results of this grouping serve as pair-
wise constraints in the next step of the SCCI
algorithm, in which every node is grouped
based on constrained spectral clustering. This
constrained spectral clustering uses power
flow data to producing an islanding solution
with minimal power-flow disruption. Therefore,
the two-step SCCI algorithm proposed here
can identify, in real time, an islanding solution
that has minimal power-flow disruption and
satisfies the constraint of generator coherency.

CONTROLLED ISLANDING PROBLEM

The problem of finding coherent generator
groups is equivalent to an optimization problem
of finding the weakest dynamic coupling
between different generator groups, as shown

in (1) below [16].
11 D
S
H H,

mmS:\fmf{&%vﬁ[ 2 2
JEVGy IEVG,

Minimal power imbalance and minimal
power-flow disruption, defined according to
(2) and (3) respectively, can both be used as
objective functions of controlled islanding.
Each objective will produce a different solution
with different advantages and disadvantages.

on,

80,

- (1)
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where 1‘} denotes the value of the active power
on the transmission line between node i and .
The controlled islanding problem that is
solved in this paper consists of the minimal
power-flow disruption objective function
(3) and the generator coherency constraint
(1). These two optimization problems are
combined together to form the final SCCI
algorithm expressed through (4). This is done
by firstly solving (1), to find the set of coherent
generator groups, and secondly by solving (2)
subject to these generator groups [11].

23w

Ve Ve CVe JEV Gy i€V,

[Vél,Véz] = argmin [

; (4)

min P, . *
v..v,cv(EVZEVZ 2 subjectto Vg, CV,,V;, CV,.

Here, argmin stands for the argument of the
minimum, i.e.| Va1» Va2 | is the node grouping
that minimizes the objective function of
(1). Spectral clustering is the tool used in
this paper to solve the islanding problem.
In the next Section the two-step spectral
clustering controlled islanding algorithm will
be presented.

The two-step Spectral Clustering Controlled
Islanding (SCCI) algorithm can solve the
optimization problem expressed in (4). Its
solution is equivalent to determining a suitable
islanding solution.

This solution can be found by constructing
two graphs, based on the objective function
and constraint from (4), and applying the SCCI
algorithm to find the minimum cut of these two
graphs.

In the first step of the SCCI algorithm, the
dynamic graph G, is constructed. It only contains
the generator nodes and its edge weights of this
graph are the synchronizing coefficients 8}3/865
that describe the dynamic coupling between the

ISSN 2782-6341 (online)

nodes i and j. To satisfy the generator coherency
constraint (1) the generator nodes are grouped
using the normalized spectral clustering
algorithm. These groups of generator nodes then
serve as constraints for the second step of the
SCCI algorithm.

In the second step of the algorithm, the
static graph G, is constructed using power
flow data. It contains every node and the edge
weights are defined as the absolute value of
the active power exchange between nodes i
and j,|B,| .yckakano BBepx The nodes are then
grouped using constrained spectral clustering,
which will be described in this Section, to solve
the optimization problem described in (4).

In Fig. 10 a flowchart depicting the execution
of the SCCI algorithm is presented [16].

Obviously, a prerequisite for a successful
algorithm execution is the information about
the system state. This can be achieved by using
PMU-based linear state estimators, which can
be executed practically in real-time. For this
purpose, approximately 30% of nodes of the
transmission grid should be covered by PMUs.

To demonstrate the advantages and
efficacy of the proposed SCCI algorithm, the
IEEE 118-bus test system was used.

After executing the first algorithm step, the
following three coherent groups of generators
are obtained (see Table).

After executing the second algorithm step,
the splitting solution presented in Fig. 11 was
obtained. The two cutsets produced in the
second step of the SCCI algorithm, separated
Group 1 from Groups 2 and 3, and then
separated Group 2 from Group 3, respectively.
Combined, these two cutsets form the final
islanding solution marked in Fig. 11.

As it was shown in [16], this method
outperforms other methods aimed to be
applied for controlled islanding. The method
relies on understanding the system state and
fast communication infrastructure needed to
send centralized commands from the ESM to
circuit breakers through which the islanding is
happening.

The above islanding scheme is obviously
quite advanced and it can be also extended to

Generator groups for the assessed IEEE 118-bus test system
lpynnbl reHepaTopoB AAS oLeHUBaemMor 118-1wmnHHOM TecToBOM cucTembl IEEE

Group 1

Group 2

Group 3

10, 12, 25, 26, 31

46, 49, 54, 59, 61, 65, 66, 69, 80

87, 89, 100, 103, 111
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( Original Power network > e Step 2.

Construct static graph with
all nodes

R — — > L :H%EIBJIM

Construct dynamic graph

with generator nodes

L,:[ R /a5, |M : diag (2H, | @, ) Construct the projection

+ matrix U
Compute the first two + :
Compute the first two
LY = \MvY

U'L,US=AUTUI

v

Use k-medoids to
cluster nodes based on Use k-medoids to
I=[9, ] cluster nodes based on

__________________ ¢ J=[Uv,, UY,]
Groups of generator Pair- NIS; ________________ * __________________
nodes Constraint ( Clusters of all nodes)

Fig. 10. Flowchart of the SCCI algorithm [16]
Puc. 10. brok-cxema anroputmva SCCI [16]

\| eigenvectors 9,9 of |

eigenvectors g , g, of

Cutset i

ro2-go1 Y10;

111
Fig. 11. Single-line diagram of the IEEE 118-bus test network and the islanding solution [16]
Puc. 11. OaHoanHeriHast cxema 118-1mHHou TectoBok cet IEEE 1 n30AMpoBaHHOro pelueHms [16]
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approachesfocused onvoltage stability. Fir, this
purpose, real-time information about reactive
powers in the grid would be critical [17]. On the
other hand, information about the power flow
in the grid with e.g. electric vehicles can be
equally important to be known [18]. From the
perspective of the understanding of the grid
parameters measurement-based transmission
line parameter estimation methods (e.g. [19])
can improve the confidence in the system
data and consequently protection and control
schemes supporting the system resilience.

Theproposedcontroland protectionschemes
must be properly tested using e.g. hardware in
the loop testing facilities [20]. Furthermore,
the presented islanding methodology should
also involve the assessment of the instant/
moment when the islanding should occur,
i.e. be applied. A research on this topic is
addressed in [21]. Next, the islanding has to
be effective in low inertia power systems, in
which the quality of the system dynamics is
different and application of islanding schemes
even more challenging [22]. Last but not least,
since the entire scheme relies on real-time data
from the grid and commands to circuit breakers
responsible for network splitting are sent over
communication infrastructure (ICT), the security
of this infrastructure must be extremely high
and immune to potential cyber-attacks.

ISSN 2782-6341 (online)

CONCLUSION

The paper discusses the challenges
with future power networks in which the
penetration level of converter interfaced
generation and renewable energy sources is
permanently increased, so that networks are
becoming weak and prone to different types
of instabilities. Digijtalization and advanced
technologies, based on novel sensor and
communication infrastructure can support
solutions for prevention of cascading events
and power system blackouts. Discussing
structure of typical SIPSs, it was concluded
that modern situational awareness tools,
integrated into modern EMSs can enable next
generation of SIPSs, capable of preventing
power system blackouts. The paper also
describes a novel two-step Spectral Clustering
Controlled Islanding Algorithm, for determining
islanding solutions for power systems. At the
core of this algorithm is a single optimization
problem that uses the minimal power-flow
disruption as objective function and considers
ensuring generator coherency as a constraint.
A more secure communication infrastructure
(ICT) will enable practical solutions leading
to advanced Wide Area Protection solutions.
These will support even higher deployment of
renewable energy sources and clean energy
targets.
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